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Overview of OPG

At Dec. 31, 2015, OPG’s 
electricity portfolio had 
an in‐service capacity of 
17,055 MW.
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OPG’s Corporate Profile

https://www.youtube.com/watch?v=c7W0SR07RqM
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Risk Management Organization
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President & 
CEO

Chief Financial 
Officer

Chief Risk 
Officer

VP, Enterprise 
Risk 

Management

Sr. Manager ERM
P&C, Finance, Law, 

Strategy

A team of Senior Associates, Senior Analysts, Analysts, and Administrative Support

Sr. Manager ERM
RGPM, CBD, CRC, 

Assurance

Sr. Manager ERM
Nuclear, Nuclear 

Projects

Sr. Manager ERM
BAS, Reg. Affairs, 
Executive Office

Sr. Manager ERM
Middle Office 
Oversight

Sr. Manager ERM
Business Continuity 

Programming

Audit & Risk 
Committee

(Board of Directors)
ERM VISION

To enhance the organization’s 
risk culture, risk‐informed 
decision‐making, and 
resilience through continuous 
improvement of OPG’s Risk 
Management Framework,
including Market/Credit risk 
and Business Continuity, and 
to be a leader in Enterprise 
Risk Management.
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How ERM Supports the Executive 
Leadership Team
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• Facilitate Identification 
of Risks to Business Plan 
& Strategic Objectives

• Independent 
Assessment of Risk 
Treatment Plans

• ERM Governance and 
Framework

• Business Continuity 
Programming

• Risk Training & 
Awareness 

• Environmental Scanning
• Targeted Discussions with 
Industry Leaders & Risk 
Practitioners

• Vendor Credit 
Assessments

• Quarterly Risk Reporting 
to Board and Executive 
Risk Committee

• Input into MD&A
• Oversight of Enterprise 
Risks for Destiny Projects

Reporting Industry
Monitoring

Quality of Risk 
ManagementCulture
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ERM’S VALUE PROPOSITION
Why Bother?
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ERM Value Proposition
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 Do we understand what can go wrong?

 Are we doing enough to address and mitigate the risks?

 Have we prioritized risks appropriately?
Risks to 
Business Plan 
Objectives

Risks to 
Strategic 
Objectives

Prioritization 
of Risks

Project Risks
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Ontario’s Energy Industry Risk Universe
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Generation
 Destiny Projects
 Nuclear Specific

Transmission
 Organizational Change
 Customer Dissatisfaction

Distribution
 Industry Consolidation
 Conservation & Demand 
Targets Management

Shared Risks
 Health & Safety
 Cyber Security
 ‘Energy Poverty’
 Aging Infrastructure
 Climate Change

ONTARIO
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Cyber Security – A Closer Look
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Generation

DistributionTransmission

Risk to 
Business 

IT

• Industrial Espionage
• Social Engineering Attacks
• Sensitive data loss from Cloud 
Data Storage

Risk to 
Plant 

Controls

• Equipment delivered with 
malware

• Exploitation of security 
vulnerabilities

• Third party cyber security
• Remote control of control 
systems

Risk 
Mitigation

• Training
• Regulatory compliance
• Information sharing and 
communication

• Data loss prevention
• NERC compliance
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THE IMPORTANCE OF A ROBUST 
PROCESS

ERM Effectiveness
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A Robust Risk Reporting Process
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Business Units

Manage and 
Report Risks to 
Objectives

Enterprise Risk 
Management

Consolidate & 
Review Risks 
across all BUs

Executive 
Management

SLT and ELT / ERM 
Review

Business Unit Risk Profile

Quarterly Review / 
Prioritize Enterprise Risks

Strategic Risk Themes / 
External Events Input

Oversight of Market & 
Credit Risks

Validate Enterprise Risks 
& Identify Emerging Risks

SLT Meetings

ELT Meetings

Communication and Consultation

Monitoring and Review

Business 
Plan 
(BU 

Objectives)

Strategic 
Objectives

Consolidated 
Risk Report

Executive Risk 
Committee

Committee of 
the Board of 
Directors

Quarterly Risk Report Board Memo OPG Risk Profile
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Executive Leadership Participation in 
Risk Management
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Cross‐Functional Executive Committees
Review emerging, operational and strategic risks

Executives are risk owners

Business Unit Committees / Councils
Provide specific guidance and risk oversight to business unit 

operations and projects

ERM

Board of Directors Committee
Oversight of Risk Management 
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Environmental Scanning
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Emerging Risk: A risk that has 
been identified for the first time 
and is perceived to be potentially 
significant. 

Business Unit  
Operational 
Processes

Performance 
Monitoring

Business Unit 
Risk 

Processes
Business 
Planning

Executive 
and Senior 
Leadership 
One on One 
Meetings

ERM Environmental 
Scanning

Emerging 
Risks & 
External 
Events

Industry 
Benchmarking

News and 
Media

Conferences 
and Forums

Internal/ 
External  
Events

External Event: An occurrence outside 
the company which may result in or 
may imply a greater probability of a 
future significant indirect or direct 
impact to our business.

Value‐added risk 
insights!



OPG CONFIDENTIAL Increasing Effectiveness of an ERM Program

ERM TOOLS & TEMPLATES
Creativity
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Identifying Risks – The Risk Universe

OPG’s 
Risk 

Universe

Strategic 
Risks

Financial 
Risks

Compliance 
& 

Regulatory 
Risks

Operational 
Risks
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• Production
• Projects
• Vendors / Outsourcing
• Aging Management
• Health & Safety
• Environment
• Hazards

• Regulatory Changes
• Rate Regulation Changes
• Nuclear Regulations
• Ministry Changes
• Operating Licence Req’ts
• Market Rules

• Shareholder Intervention
• Talent Management
• Competition
• Declining Market Share
• Electricity Demand

• Liabilities (e.g. pension)
• Nuclear Liability
• Cash Flows
• Market Volatility / Funds
• Counterparty Credit
• Commodity Prices
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OPG Brand Management Timeline
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 The timeline is updated semi‐annually to highlight any events that could 
impact OPG’s reputation, along with the relative magnitude

 



OPG CONFIDENTIAL Increasing Effectiveness of an ERM Program

Vendor Credit Risk
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Disruptive Events – Risk Meteors

19

 High Velocity, Low Probability, High Impact external threats that could affect 
OPG’s Business or Reputation

OPG's 
Business or 
Reputation 
(Social 
Licence)

Near Term Long Term

The distance between the meteor and OPG  represents the timeframe from the occurrence of the event to the resulting impact to the business

Mid Term

Extreme Volatility in 
the Capital Markets

Extreme Weather Event

Cyber Security Event

Significant Policy or 
Regulatory Changes

Potential Event

Potential Event
Potential Event

Potential Event

Potential Event

Potential Event

Potential Event

Potential Event

Potential Event

Potential Event

Potential Event
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Key Risk Indicators
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 Composite Risk Index Chart
shows the composite risk 
index for the Top Risk –
Leadership Talent.  This index 
is a weighted summation of 
the eight KRI‘s.  

 Dashboards showing the 
composite risk index and 
associated KRIs are provided 
for select Top Risks including:

• Leadership Talent
• Financial Sustainability
• Pension Plan
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Chart 1. Composite Index ‐ Leadership Talent
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Failure to Retain and 
Replace Leadership 

Talent

O
verall Assessm

ent

KRI's 

Leadership Attrition (A‐H)

Average Age of Leadership (A‐E)

Average Age of Leadership (F‐H)
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KRI #7
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Risk Interdependencies of Top Enterprise 
Risks
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Illustrative Example
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Risk Targets
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 Risk targets / risk trajectories 
developed for top risks

• Reflection of acceptable level(s) 
of risk

 Allows risk owner to think 
about strategy for risk 
treatment

• Focus on reducing impact?
• Focus on reducing probability?

 Facilitates development of 
“SMART” risk treatment plans

• Specific activities which are 
measurable and achievable

 Assists in evaluating risk 
treatment plan effectiveness 
and strengthening controls

• Are targets on track?
Illustrative Example
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RISK‐INFORMED DECISION MAKING
The End Game:
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Risk‐Informed Decision Making
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 Designed, manufactured, and sold solar panels made of copper indium gallium 
selenide (CIGS) in a cylindrical formation; a cheaper alternative to the typical 
polysilicon used by their competitors.

 Praised for innovation, claimed to be more efficient than other solar systems 
because of surface area covered.

 Significant decrease in polysilicon and cost of traditional solar panels.
 Market risk not considered!

 Production costs of Solyndra’s solar panels could not compete with the market 
prices of competitor solar panels and the company filed for bankruptcy.

Solyndra Solar Panels 

Traditional Solar Panels

Risk Management Failure Example
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RISK & REGRET
The Fear Factor
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https://www.youtube.com/watch?v=0tBeiH1veak
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Freak?
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Lessons Learned

 Don’t dismiss an idea 
outright as ‘stupid’ 
 Think about risks in advance

 Make sure risks are real

 “Grow a pair”
 Try to take fear out of the 
equation
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Key Takeaways

 UNDERSTANDING ERM’S Value Proposition is critical to ERM 
success!

• Executive involvement and endorsement is key

 An effective ERM program relies on standard, practical 
processes and CREATIVE tools

• Involves internal input (emerging risks) and external input (external 
factors or events)

 Goal = Risk‐Informed Decision Making
 ERM is a Journey

• Need to be adaptable 
and flexible
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Risk Leadership
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https://www.youtube.com/watch?v=laKprX-HP94


